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PURPOSE: To establish policy concerning personal web pages, internet sites, and other forms of 
electronic communication when referencing or negatively impacting the Police Department, and to 
ensure employees use appropriate discretion so as not to discredit themselves or the department. 


To clearly identify prohibited activities by Department employees on social networking, web sites, and 
other means of electronic communication, both on and off duty, and to provide guidelines for officers 
in applying rules of conduct to their online content. 


To protect the department and its employees from harm as the result of inappropriate postings or 
inadvertent harmful postings. 


To maintain order and discipline within the department, ensure efficient operations, and maintain 
community trust and respect. 


Professionalism, ethics, and integrity are of paramount importance to law enforcement. To achieve and 
maintain the public's highest level of respect, we must place reasonable restrictions on employee 
conduct, as supported by case law, and adhere to these standards of conduct whether on or off duty. An 
employee's actions must never bring the department into disrepute, nor should conduct be detrimental to 
its efficient operation. 


To ensure that the release, either directly or indirectly, of information concerning crimes, accidents, 
investigations or violations of ordinances or statutes, to persons outside the department is not contrary to 
the law and department policy, and that all employees treat as confidential official department business. 


POLICY: The use of internet social networking, other social media outlets (Face Book, newspaper 
article comments, Twitter, etc.) and other forms of electronic data communication are popular activities, 
however, employees must be mindful of the negative impact of inappropriate or unauthorized postings 
which reflect upon the department and its relationship with the community. This general order identifies 
prohibited employee activities on such web sites, or through electronic communication, and supplements 
ADM-01, Rules of Conduct. 


I. Prohibited Activity and Guidelines 
A. Except in the performance of an authorized duty employees, whether using their own name or a 
screen name, shall not post, transmit, reproduce, or disseminate information (text, pictures, video, 
audio, etc.) to the internet or any other forum (public or private) that would tend to discredit or 


reflect unfavorably upon the department or department employees. 


B. Except in the performance of an authorized duty, employee use of department computers to access 
social networking sites, blogs or bulletin boards is prohibited. 
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C. Posting the following types of criminal justice information to social networking sites is explicitly 
prohibited: 


1. Confidential, sensitive, or copyrighted information to which you have access due to your 
department employment. 

2. Data from a criminal or administrative investigation including photographs, videos, or audio 
recordings. 

3. Photographs of suspects, arrestees, or evidence. 

4. Personal statements about on-duty use of force incidents or calls for service. 

5. Comments related to pending prosecutions. 


D. Employees are prohibited from posting content that is inconsistent with their obligations and duties 
as a department member. Racist or sexist comments, comments insulting groups, city residents or 
the general public on the basis of national origin, religion, disability, or any other legally prohibited 
basis, all tend to undermine the public trust and confidence required from yourself, fellow officers, 
and the department. 


E. Employees are prohibited from posting, transmitting, or disseminating pictures or videos of official 
department training, activities, or work related assignments without the express written permission 
of the Chief of Police or his or her designee. 


F. For safety and security reasons the department cautions personnel not to disclose their departmental 
employment, nor shall employees post any information pertaining to other department employees 
without their permission. As such, personnel are cautioned not to: 


1. Display department logos, uniforms, or similar identifying items on personal web pages. 

2. Post personal photographs or provide similar means of personal recognition that may cause 
individuals to identify you as a police officer. Officers who are, or who may reasonably be 
expected to work in undercover operations, shall not post any form of visual or personal 
identification. 


G. If you identify yourself as a department employee, be clear that you are expressing your own views 
and not those of the city or the department. Do not give the appearance that you are speaking or 
acting on the city’s or department’s behalf. 


H. Negative or inappropriate comments about the department’s internal operations, investigations, 
claims, criminal or civil suits, or regarding specific conduct of supervisors or peers that impacts the 
public’s perception of the department is not protected First Amendment speech in accordance with 
established case law. Officers in other jurisdictions have been terminated for making such comments. 


I. If your co-workers are included in your social network, ensure that your content is consistent with 
city policy regarding how to treat co-workers. For example, do not post content that would violate 
the city’s policy against sexual harassment or racial intolerance. 


J. If you appear in uniform you have created a link between your online content and your employment. 
K. Your posted content, whether using your name or a screen name, has the potential to be shared 
broadly, including with individuals with whom you did not intend to communicate. Opposing 


counsel may subpoena your posts if they are relevant to a lawsuit related to your official duties. 
Counsel may also use your posts to impugn your reputation or to show bias. 
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L. Employees may comment on issues of general or public concern (as opposed to personal work- 
related complaints) so long as the comments do not disrupt the workplace, interfere with 
important working relationships or efficient work flow, or undermine public confidence in the 
officer. These instances must be judged on a case-by-case basis. 


1. Matters of public concern are those matters of interest to the community as a whole, whether 
for social, political or other reasons. 

2. Officers have a statutory right to express opinions on matters of public concern to state or 
local officials (Virginia Code §15-2-1512.4). 

3. Examples of local issues of general or public concern include the budget, spending priorities, 
any question scheduled for a public hearing, illegal discrimination, malfeasance on the part of 
government officials, fraud, abuse or gross mismanagement (City Code § 2-114, Political 
Activities Restricted). 


M. Due to increased scrutiny of police officer posts to social networking sites by opposing attorneys 
we strongly discourage you from posting information regarding off-duty activity that may tend to 
bring your reputation into question, even if taken out of context. Attorneys can use such 
information for impeachment purposes. 


N. The department may investigate posts or electronic communications, or accessing sites deemed 
inappropriate, bringing discredit to this department or to a department employee, whether on or off- 
duty, through criminal or administrative means and may result in disciplinary action up to and 
including termination, and/or loss of legal defense, and/or loss of the City’s self-insurance coverage 
under the City’s Finance Procedure 4.1, as amended. 


II. Department Sanctioned Presence 
A. Determine Strategy 


1. Where possible, each social media page will include an introductory statement that clearly 
specifies the purpose and scope of the agency’s presence on the website. 

2. Where possible the page(s) should link to the Department’s official website. 

3. Personnel shall design social media page(s) for target audience(s) such as youths or potential 
police recruits. 


B. Procedures 


1. The Chief of Police or his or her designee will approve all department social media sites or 
pages administered by department personnel. 
2. Where possible, social media pages shall clearly indicate that the Department maintains them 
and shall prominently display department contact information. 
3. Social media content shall adhere to applicable laws, regulations and policies, including all 
information technology and records management policies. 
a. Content is subject to public records laws. Relevant records retention schedules apply to 
social media content. 
b. Personnel must manage, store and retrieve content in compliance with open records and 
e-discovery laws and policies. 
4. Where possible, social media pages should state that the opinions expressed by visitors to the 
page(s) do not reflect the opinions of the department. 
a. Pages shall clearly indicate the department will monitor posted comments and reserves the 
right to remove obscenities, off-topic comments, and personal attacks. 
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b. Pages shall clearly indicate that any content posted or submitted for posting is subject to 
public disclosure. 


C. Department Sanctioned Use 


1. Department personnel representing the department via social media outlets shall: 

a. Conduct themselves at all times as department representatives and, accordingly, shall 
adhere to all department standards of conduct and observe conventionally accepted 
protocols and proper decorum. 

b. Identify themselves as a department member. 

c. Not make statements about the guilt or innocence of any suspect or arrestee, or comments 
concerning pending prosecutions nor post, transmit, or otherwise disseminate confidential 
information including photographs or videos, related to department training or work 
related assignments without express written permission. 

2. Employees shall observe and abide by all copyright, trademark, and service mark restrictions 
in posting materials to electronic media. 


III. Potential Uses 
A. Social media is a valuable investigative tool when seeking evidence or information about: 


. Missing persons; 

Wanted persons: 

. Gang participation; 

. Crimes committed online (e.g., cyber bulling, cyber stalking); and 

. Soliciting tips about unsolved crimes (e.g., Crimestoppers, text-a-tip). 


JAWNE- 


B. The department can use Social Media for community outreach and engagement by: 


1. Providing crime prevention tips; 
2. Offering online reporting options; and 
3. Sharing crime maps and data. 


C. The department can use social media to make time sensitive notifications related to: 
1. Road closures; 
2. Special events; 
3. Weather incidents; and 


4. Missing or endangered persons. 


D. Persons seeking employment use the internet to search for opportunities and social media can 
be a valuable recruitment mechanism. 


APPROVED: £ lunia Ce, Meek? 
Dennis A. Mook, Chief of Police 
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